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Take-­‐home	
  messages	
  

•  We	
  need	
  PKC	
  for	
  privacy	
  in	
  RFID	
  applicaEons	
  
•  Zero-­‐knowledge	
  proofs	
  can	
  be	
  used	
  for	
  
revealing	
  private	
  data	
  responsibly	
  

•  This	
  puts	
  a	
  lot	
  of	
  constraints	
  on	
  hardware	
  
•  Technologies	
  around	
  anonymous	
  creden6als	
  
are	
  feasible	
  even	
  in	
  low-­‐lost	
  applicaEons	
  

	
  



Outline	
  
•  Some	
  history	
  
•  IntroducEon	
  

– ABC	
  –	
  aYribute-­‐based	
  credenEals	
  
– Privacy-­‐friendly	
  authenEcaEon	
  
– Using	
  NFC-­‐enabled	
  phones	
  for	
  authenEcaEon:	
  open	
  
issues	
  

•  Part	
  1:	
  Privacy	
  in	
  the	
  bag	
  or	
  “the	
  curious	
  case	
  of	
  
designated	
  proofs”	
  

•  Part	
  2:	
  ECC	
  processor	
  for	
  RFID	
  applicaEons	
  
•  Part	
  3:	
  IRMA	
  project	
  
•  Conclusions,	
  future	
  work	
  



RFID	
  tags	
  and	
  alikes	
  
•  Supply	
  chain	
  management	
  
•  Product	
  authenEcaEon	
  
•  Vehicles	
  tracking	
  
•  Medical	
  care	
  
•  RFID	
  passports	
  
•  Mobile	
  credit	
  card	
  payment	
  systems	
  
•  TransportaEon	
  payment	
  systems	
  
•  Animal	
  idenEficaEon	
  



RFIDSec	
  cca	
  2005-­‐06	
  

•  Sanjay	
  Sarma:	
  “we	
  need	
  security	
  for	
  2k	
  gates”	
  
•  Emerging	
  new	
  applicaEons:	
  medical/pharmaceuEcs,	
  

transportaEon,	
  sensor	
  networks,	
  car	
  immobilizers,	
  key	
  
chains	
  etc.	
  
–  resource	
  limited:	
  area	
  (<	
  1	
  mm2	
  ),	
  memory,	
  bandwidth	
  
–  low-­‐cost,	
  low-­‐power	
  (<	
  500μW	
  or	
  I	
  <	
  10μA	
  @	
  1.5	
  V	
  ),	
  low-­‐energy	
  

•  Does	
  ECC	
  fit	
  RFID:	
  
–  Area	
  –	
  depends	
  on	
  the	
  library	
  used	
  
–  Performance	
  –	
  poor	
  L	
  
–  Power	
  –	
  YES!	
  J	
  =>	
  there	
  is	
  hope	
  

•  Privacy	
  enhancement,	
  counterfeit	
  detecEon	
  
•  Side-­‐channel	
  security	
  



RFIDSec	
  cca	
  2013	
  

•  Many	
  new	
  lightweight	
  block	
  ciphers,	
  hash	
  
funcEons	
  

•  ImplementaEons	
  opEmized,	
  power/energy	
  
revisited	
  

•  ECC	
  does	
  fit	
  RFID	
  
•  ApplicaEons:	
  transportaEon,	
  medical	
  applicaEons,	
  
smart	
  phones,…	
  

•  Privacy	
  issues	
  sEll	
  open	
  and	
  coming:	
  
–  Depends	
  on	
  applicaEon	
  
–  A9ribute-­‐based	
  authen6ca6on	
  



Why	
  aYribute-­‐based	
  authenEcaEon	
  
•  Privacy-­‐friendly	
  
•  ProtecEon	
  against	
  idenEty	
  fraud	
  
•  More	
  flexible	
  approach	
  for	
  authenEcaEon	
  and	
  idenEty	
  

management	
  
	
  But	
  why	
  now?	
  

•  Proposed	
  more	
  than	
  25	
  years	
  ago	
  by	
  David	
  Chaum	
  
•  Stefan	
  Brands:	
  first	
  pracEcal	
  realizaEon	
  of	
  ABCs	
  
•  IBM’s	
  Idemix	
  based	
  on	
  zero-­‐knowledge	
  proofs	
  
•  Recent	
  generaEon	
  of	
  smartcard	
  powerful	
  enough	
  to	
  perform	
  

the	
  crypto	
  operaEons	
  required	
  



CredenEals	
  or	
  aYributes	
  

•  CredenEals	
  contain	
  aYributes	
  
•  CredenEals	
  are	
  issued	
  and	
  aYributes	
  are	
  
shown	
  

•  Example	
  -­‐	
  IdenEty	
  credenEal	
  can	
  contain	
  
– Social	
  security	
  nr.	
  
– Date	
  of	
  birth	
  (but	
  also	
  “under	
  18”)	
  
– Place	
  of	
  birth	
  
– Gender	
  	
  



CredenEals	
  all	
  over…	
  



SoluEons	
  

•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  



•  1st: credential and provide data to 
SP 

SoluEons	
  

I	
  know	
  the	
  
password!	
   I	
  don’t	
  believe	
  you.	
  It’s	
  

passw0rd2012	
   Yes,	
  indeed.	
  

Current	
  prac6ce	
  



SoluEons	
  

•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  
•  2nd:	
  credenEal	
  in	
  the	
  mobile	
  phone	
  (App)	
  



SoluEons	
  

•  CredenEal	
  stored	
  on	
  mobile	
  
•  More	
  trust	
  in	
  the	
  phone	
  
•  One-­‐factor	
  authenEcaEon	
  
•  Restricted	
  funcEonality	
  

•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  
•  2nd:	
  credenEal	
  in	
  the	
  mobile	
  phone	
  (App)	
  

App	
  



Solutions 

•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  
•  2nd:	
  credenEal	
  in	
  the	
  mobile	
  phone	
  (App)	
  
•  3rd:	
  card	
  +	
  reader	
  (EMV-­‐CAP)	
  



Card	
  reader	
  
•  SP’s	
  device	
  
•  1	
  reader/service	
  
•  Extra	
  gadget	
  to	
  carry	
  around	
  

Solutions 
•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  
•  2nd:	
  credenEal	
  in	
  the	
  mobile	
  phone	
  (App)	
  
•  3rd:	
  card	
  +	
  reader	
  (EMV-­‐CAP)	
  



Solutions 

•  1st:	
  credenEal	
  and	
  provide	
  data	
  to	
  SP	
  
•  2nd:	
  credenEal	
  in	
  the	
  mobile	
  phone	
  
(App)	
  

•  3rd:	
  card	
  +	
  reader	
  (EMV-­‐CAP)	
  
•  4th:	
  card	
  +	
  NFC-­‐	
  enabled	
  mobile	
  phone	
  
(personal	
  card	
  reader)	
  



CredenEal	
  flow	
  

Issuing	
  

Showing	
  



Anonymity	
  requirements	
  

•  Untraceability	
  
•  MulE-­‐show	
  unlinkability	
  	
  
•  SelecEve	
  disclosure	
  	
  
•  AYribute	
  property	
  proof	
  	
  

Age	
  >	
  18	
  
Valid	
  



On-­‐line	
  banking	
  with	
  NFC	
  



Switch à 



Switch à Trusted mode (TM) 



Threat	
  model	
  

•  Phishing	
  
•  Network	
  aYacker	
  	
  

– Eavesdropping	
  
– AcEve	
  adversary	
  

•  Phone	
  thes	
  
•  Malware	
  
•  Smart	
  card	
  thes	
  



Tap2:	
  summary	
  and	
  open	
  issues	
  

•  User-­‐friendly	
  and	
  privacy-­‐friendly	
  applicaEons	
  
•  CredenEals	
  on	
  smart	
  cards	
  (issued	
  by	
  trusted	
  parEes)	
  
•  Mobile	
  phones	
  instead	
  of	
  readers	
  
•  Hardware	
  switch	
  for	
  PIN:	
  

–  Requires	
  conscious	
  choice	
  
–  Secure	
  

•  Tap2Prove:  
–  Cigarette machine: Age() > 18 
–  Identity proof at an eGovernment site 

•  Tap2Bill 
•  Tap2P2P 

Gergely	
  Alpár,	
  Lejla	
  Ba6na,	
  Roel	
  Verdult.	
  Using	
  NFC	
  Phones	
  for	
  Proving	
  
Creden6als,	
  PILATES	
  2012,	
  LNCS	
  7201,	
  Kaiserslautern,	
  Germany,	
  2012.	
  
	
  



Designated attribute-based 
proofs for pervasive 

applicatioms	



joint	
  work	
  with	
  Gergely	
  Alpar	
  and	
  Wouter	
  Lueks	
  



The	
  consumer	
  privacy	
  problem	
  
Source:	
  Ari	
  Juels,	
  RSA	
  Laboratory	
  

Wig	
  
model	
  #4456	
  

(cheap	
  
polyester)	
  

Das	
  Kapital	
  and	
  
Communist-­‐party	
  

handbook	
  

1500	
  Euros	
  
in	
  wallet	
  

Serial	
  numbers:	
  
597387,389473

…	
  
30	
  items	
  	
  
of	
  lingerie	
  

Replacement	
  hip	
  
medical	
  part	
  #459382	
  

Mr.	
  Jones	
  in	
  2020	
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More	
  aYributes	
  
PASSPORT	
  
	
  
1.  Passport	
  id	
  
2.  Name	
  
3.  NaEonality	
  
4.  Expiry	
  date	
  
…	
  

MEDICINE	
  
	
  
1.  Name	
  
2.  Disease	
  
3.  Permission	
  

number	
  
…	
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Instead	
  of	
  only	
  one,	
  …	
  

27	
  



…	
  mulEple	
  aYributes	
  

28	
  



Only	
  legiEmate	
  (designated)	
  readers	
  

29	
  



Limited	
  access	
  to	
  aYributes	
  

30	
  



So,	
  we	
  need	
  

•  DesignaEon	
  à	
  only	
  legiEmate	
  readers	
  

•  MulEple	
  aYributes	
  à	
  on	
  the	
  tags	
  

•  Possibility	
  to	
  reveal	
  only	
  one	
  aYribute	
  



Related	
  schemes	
  

Randomized	
  Schnorr,	
  2008	
  

Valid	
  tag	
  
idenEfiers	
  

32	
  



Schnorr	
  (1990)	
  

Prover P, I = xP Verifier

Secret: x

↵ 2R Zp

A := ↵P

A��������! Commitment

c �������� c 2R Z⇤
p Challenge

r := c · x+ ↵ (mod p)

r��������! Verification: Response

cI

?
= rP �A

I
?
= c�1 (rP �A)

33	
  



Randomized	
  Schnorr	
  (2008)	
  

Prover Verifier

x, I = xP P, V = vP v

↵,� 2R Zp

A1 := ↵P

A2 := �V

A1,A2��������!
c �������� c 2R Z⇤

p

r := c · x+ ↵+ � (mod p)

r��������! Verification:

I = c

�1
(rP �A1 � v

�1
A2)

check whether I is

a valid identifier

Prover P, I = xP Verifier

Secret: x

↵ 2R Zp

A := ↵P

A��������!
c �������� c 2R Z⇤

p

r := c · x+ ↵ (mod p)

r��������! Verification:

I

?
= c

�1
(rP �A)

34	
  



Related	
  schemes	
  

Randomized	
  Schnorr,	
  2008	
  

Brands’	
  U-­‐Prove,	
  1999	
  



U-­‐Prove	
  showing,	
  i.e.	
  DL-­‐REP	
  proof	
  

Prover P0, . . . , Pl Verifier

x0, . . . , xl I =

Pl
0 xiPi

↵i 2R Zp, i 2 {0, . . . , l}
A :=

Pl
0 ↵iPi

A����������!
c ���������� c 2R Z⇤

p

ri := c · xi + ↵i (mod p)

(ri)i2{0,...,l}����������! Verification:

I

?
= c

�1
⇣Pl

0 riPi �A

⌘

36	
  



Combining?	
  

37	
  



Designated	
  DL-­‐REP	
  proof	
  

Prover Verifier

x0, . . . , xl P0, . . . , Pl v

I =

Pl
0 xiPi V = v ·

Pl
0 Pi

↵0, . . . ,↵l,� 2R Zp

A1 :=

Pl
0 ↵iPi

A2 := �V

A1,A2�������!
c �������� c 2R Z⇤

p

8i 2 0, . . . , l :

ri := c · xi + ↵i + � (mod p)

r0,...,rl�������! Verification:

I := c

�1
(

Pl
0 riPi �A1 � v

�1
A2)

check whether I is

a valid identifier

38	
  





DesignaEon	
  keys	
  (reader)	
  

E = {1, 3}

40	
  



Designated	
  parEal	
  DL-­‐REP	
  proof	
  

Prover Verifier

x0, . . . , xl P0, . . . , Pl v, (vi)i2E
8i 2 D : Vi = viPi

I =

Pl
0 xiPi V = v ·

Pl
0 Pi

↵0, . . . ,↵l,� 2R Z⇤
q

A1 :=

Pl
0 ↵iPi

A2 := �V

Bi = (↵i + �)Vi 8i 2 D A1,A2,(Bi)i2D���������!
c ��������� c 2R Z⇤

q

8i 2 0, . . . , l :

ri := c · xi + ↵i + � (mod p)

r0...rl���������! First verify that the identifier is correct:

I = c

�1
(

Pl
0 riPi �A1 � v

�1
A2)

Then for each j 2 D \ E and attribute Cj :

Cj = I � c

�1
(

P
i 6=j riPi �A1 � v

�1
A2 + v

�1
j Bj)

41	
  



Your	
  bag,	
  your	
  privacy!	
  

•  Designated	
  selecEve	
  
disclosure	
  provides	
  fine-­‐
grained	
  access	
  control	
  

•  An	
  arbitrary	
  reader	
  can	
  only	
  
read	
  what	
  it’s	
  enEtled	
  to	
  	
  

•  A	
  step	
  forward	
  in	
  RFID	
  
authenEcaEon	
  



Comparing	
  costs	
  of	
  several	
  
authenEcaEon	
  protocols	
  

Protocol	
   Number	
  of	
  EC	
  scalar	
  
mul6plica6ons	
  on	
  the	
  tag	
  
side	
  

Number	
  of	
  EC	
  scalar	
  
mul6plica6ons	
  on	
  the	
  
reader	
  side	
  
	
  

Schnorr	
   1	
   2	
  

Randomized	
  Schnorr	
   2	
   3	
  

Proof	
  of	
  knowledge	
  of	
  DL-­‐
REP	
  of	
  I	
  

l+2 l+3 
	
  

Designated	
  selected	
  
disclosure	
  

l+2+d 
 

who	
  cares	
  



Lightweight PKC i.e.  
ECC for RFID applications 



Point	
  operaEons	
  -­‐	
  ECC	
  

45 

Scalar	
  
MulEplicaEon	
  

Point	
  
AddiEon	
  

Point	
  
Doubling	
  

Modular	
  
AddiEon	
  

Modular	
  
Inversion	
  

Modular	
  
MulEplicaEon	
  

Group	
  	
  
operaEons	
  

Field	
  	
  
operaEons	
  

ECC-­‐based	
  Protocols	
  



Challenge:	
  low	
  power	
  public	
  key	
  …	
  

•  Protocol	
  :	
  asymmetric	
  (most	
  work	
  for	
  
the	
  reader)	
  

•  Algorithm:	
  EllipEc	
  curve	
  (163	
  bits)	
  
•  Field	
  Opera6on:	
  Binary	
  fields	
  -­‐	
  easier	
  

field	
  operaEons	
  (carry-­‐free	
  arithmeEc)	
  
•  Projec6ve	
  coordinate	
  system:	
  	
  

–  (X,	
  Y,	
  Z)	
  instead	
  of	
  (x,y):	
  no	
  field	
  
inversions	
  

•  Special	
  coordinate	
  system:	
  no	
  need	
  
to	
  store	
  Y	
  coordinates	
  (Lopez-­‐Dahab)	
  
and	
  common	
  Z	
  (only	
  one	
  Z	
  
coordinate)	
  

•  Minimize	
  storage:	
  Only	
  5	
  registers	
  
(with	
  mult/add/square	
  unit)	
  or	
  6	
  
registers	
  (with	
  mult/add-­‐only	
  unit)	
  

D	
  
Q	
  

Vcc	
  

CPU	
  
MALU	
  

MEM	
  

JCA	
  
Java	
  

JVM	
  

CLK	
  

Cloning	
  Tracking	
  

D	
  
Q	
  

Vcc	
  

8	
  bit	
  uP	
  
MEM	
  

Montgomery	
  ladder	
  
Projec6ve	
  

Common	
  Z	
  coord	
  

CLK	
  

Scalable	
  

Binary	
  field	
  2^163	
  
Ellip6c	
  curve	
  
RE

G
	
  

Address	
  at	
  all	
  design	
  abstrac6on	
  levels!	
  



 ComputaEon	
  needs	
  

•  One	
  (simple)	
  Schnorr	
  protocol	
  requires	
  one	
  
ellipEc	
  curve	
  point	
  mulEplicaEon	
  (compared	
  to	
  
two	
  on	
  the	
  reader’s	
  side)	
  

•  With	
  modified	
  Lopez	
  –Dahab	
  common	
  Z	
  
coordinate,	
  one	
  point	
  addiEon	
  and	
  point	
  
doubling	
  requires	
  7	
  field	
  mulEplicaEons,	
  4	
  
squarings	
  	
  

•  One	
  field	
  mulEplicaEon	
  requires	
  163/d	
  clock	
  
cycles	
  (d=	
  digit	
  size).	
  

•  For	
  digit	
  size	
  4,	
  79000	
  cycles	
  (should	
  stay	
  
below	
  100K)	
  

ECC 

Scalar 
multiplication 

Point 
operations 

Combination of  
GF(2n) operations 

Basic GF(2n) operations 

Schnorr 



Step	
  3:	
  EC	
  Point	
  MulEplicaEon	
  

a+b,	
  a·∙b,	
  a2	
  	
  
Modular	
  Arithme6c	
  Opera6on	
  

(Addi6on,	
  Mul6plica6on,	
  Squaring)	
  

P+Q,	
  2·∙P	
  
Point	
  Addi6on,	
  
Point	
  Doubling	
  

k·∙P	
  
Scalar	
  	
  

Mul6plica6on	
  

Montgomery	
  	
  
Algorithm	
  

Lopez-­‐Dahab	
  	
  
Algorithm	
  

Sakiyama	
  
Modular	
  ALU	
  

≈600 GE (Control) 

* GE: Gate Equivalent (a 2-input NAND) 

≈1.2k GE (Control) 
   + 6×163 registers 

≈900 GE (Control) 
    + 3×163 registers Total Area = 2.7 GE (Control) + 9×163 registers ≈	
  80%	
  !!	
  



Example:	
  compact	
  ECC	
  processor	
  

51%	
  
20%	
  

29%	
  

Area	
  
[ECC	
  Processor]	
  

Register	
  File	
  

MALU	
  

μC	
  



ECC	
  operaEons:	
  Hierarchy	
  

Point	
  
Mul6plica6on	
  

Point	
  
Addi6on	
  

Point	
  
Doubling	
  

Finite	
  Field	
  
Addi6on	
  

Finite	
  Field	
  
Mul6plica6on	
  

Finite	
  Field	
  
Inversion	
  

Point	
  
Mul6plica6on	
  

Point	
  
Addi6on	
  

Point	
  
Doubling	
  

Finite	
  Field	
  Opera6on	
  
e.g.	
  AB	
  or	
  (B+C)	
  mod	
  P	
  

Finite	
  Field	
  
Inversion	
  

(a) (b) 

Ø ECC	
  computes	
  point	
  mulEplicaEon,	
  kP 
Ø (a)	
  ConvenEonal	
  hierarchy	
  
Ø (b)	
  Compact	
  datapath	
  architecture	
  

Controller	
  

Datapath	
  



The	
  required	
  registers	
  for	
  MALU	
  :	
  A,	
  B,	
  C	
  	
  (3	
  registers)	
  
Registers	
  for	
  Algorithm	
  :	
  6	
  registers	
  

MALU:	
  arithmeEc	
  unit	
  for	
  ECC	
  processor	
  
RFIDSec06	
  



Results	
  
•  Results:	
  ECC	
  co-­‐processor	
  that	
  can	
  compute:	
  

–  ECC	
  point	
  mulEplicaEons	
  (163	
  by	
  4)	
  
–  Scalar	
  modular	
  operaEons	
  (8	
  bit	
  processor	
  with	
  redundancy)	
  

•  Schnorr:	
  one	
  PM	
  =	
  84224	
  cycles	
  
•  More	
  advanced	
  protocols:	
  up	
  to	
  four	
  PM	
  on	
  tag	
  
•  area	
  =	
  0.54	
  mm2	
  

•  At	
  847.5	
  KHz,	
  corresponds	
  to	
  50.4	
  μWaY	
  (at	
  Vdd=	
  1	
  V)	
  and	
  9.8	
  PM	
  per	
  
sec	
  

•  One	
  point	
  mulEplicaEon	
  =	
  5.1	
  μJoule	
  



RFID	
  co-­‐processor	
  prototype	
  

•  CombinaEon	
  full-­‐custom	
  –	
  standard	
  cells	
  
•  HW	
  and	
  SW	
  co-­‐design	
  
•  Side	
  channel	
  tesEng	
   



What	
  can	
  we	
  do	
  with	
  1	
  microJoule	
  
energy	
  

•  110	
  000	
  bits	
  KATAN64	
  	
  (80	
  bits	
  of	
  security)	
  
•  11	
  000	
  bits	
  AES	
  encrypEon	
  
•  500	
  bits	
  SHA3	
  hash	
  
•  1/5	
  of	
  one	
  point	
  mulEplicaEon	
  

•  PK	
  remains	
  awfully	
  expensive,	
  but	
  it	
  gives	
  more	
  

 



IRMA card ���
���

www.irmacard.org	





Digital	
  CredenEals	
  in	
  Use	
  
CredenEal:	
  “a	
  document	
  or	
  cerEficate	
  proving	
  a	
  person's	
  
idenEty	
  or	
  qualificaEons.”	
  [New	
  Oxford	
  American	
  DicEonary]	
  	
  

	
  

CredenEal:	
  “an	
  aYestaEon	
  of	
  qualificaEon,	
  competence,	
  
or	
  authority	
  issued	
  to	
  an	
  individual	
  by	
  a	
  third	
  party	
  with	
  
a	
  relevant	
  or	
  de	
  facto	
  authority	
  or	
  assumed	
  competence	
  
to	
  do	
  so”.	
  [Wikipedia]	
  

•  Username	
  /	
  Password	
  
•  Token	
  
•  Biometrics	
  

•  CerEficate	
  on	
  a	
  public	
  
key	
  

•  AYribute	
  cerEficate	
  



A	
  case	
  for	
  ABC	
  in	
  Holland	
  



I	
  Reveal	
  My	
  AYributes	
  

•  Radboud	
  University	
  Nijmegen,	
  Digital	
  Security	
  
•  Pilot	
  project	
  and	
  Proof	
  of	
  Concept	
  
•  ObjecEve:	
  Broad	
  applicability	
  
•  Some	
  simplificaEons	
  
•  Smart-­‐card	
  based	
  (Idemix)	
  
•  Security,	
  privacy,	
  efficiency,	
  usability	
  
•  Open	
  approach	
  



IRMA	
  card	
  

•  name	
  and	
  date	
  of	
  birth	
  are	
  stored	
  as	
  aYributes	
  
•  an	
  IRMA	
  card	
  can	
  communicate	
  to	
  computers	
  

via	
  card	
  readers	
  or	
  directly	
  using	
  the	
  NFC	
  
technology	
  



How	
  does	
  it	
  work	
  



CredenEal	
  Flow	
  

IdP

RP

network-based claim-based

RPU

IdP

!
"

# $

%

! request service
send policyauthenticate

send claims supply claims
"
%

#
$

‘cachable’ steps

!
"
#

$

! request service
"
#

$
optional step

authenticate at IdP
authentication result

exchange
additional info

U



Use	
  Cases	
  

•  Student	
  card	
  credenEal	
  
– PrinEng	
  and	
  cheap	
  coffee	
  

•  Age	
  credenEal	
  
– offline	
  (supermarket)	
  
– online	
  (video)	
  

•  Account	
  credenEal	
  
–  log	
  in	
  

minimal	
  junior	
  

≥12	
   ≥16	
  

≥18	
   ≥21	
  



Technical	
  details	
  and	
  performance	
  	
  	
  

•  ImplementaEon	
  of	
  selecEve	
  disclosure	
  
funcEonality	
  

•  MULTOS	
  card	
  with	
  	
  Infineon	
  SLE78	
  chip	
  
•  SelecEve	
  disclosure:	
  0.75-­‐1.3	
  sec	
  
•  Issuing	
  credenEals:	
  1.75-­‐1.8	
  sec	
  (depending	
  
on	
  the	
  number	
  of	
  aYributes)	
  

Pim	
  Vullers,	
  and	
  Gergely	
  Alpár.	
  Efficient	
  Selec6ve	
  Disclosure	
  on	
  Smart	
  Cards	
  
using	
  Idemix,	
  Policies	
  and	
  Research	
  in	
  Iden6ty	
  Management,	
  3rd	
  IFIP	
  WG	
  
11.6	
  Working	
  Conference,	
  IDMAN	
  2013,	
  London,	
  UK,	
  April	
  8-­‐9,	
  2013.	
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Thank you for your attention!	




