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EPC-C1G2 AND ISO 18000-6C

TAGS SPECIFICATIONS
@ Tags are passive
@ Tags have very constrained computing and storage capabilities

@ Tags have on chip a 16-bit Pseudo-Random Number Generator and
16-bit Cyclic Redundancy Code (CRC) checksum

@ Tags have two 32-bit PINs: Kill and Access

TAGS OPERATIONS
o Select: select a subset of the tag population
e Inventory: identify a tag

@ Access: interact with individual tags
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Select Command

>))>> <<(<<

Query Request
[2] Generates RN16
while (RN16 <> 0)
RN16 RN16 - -
[3] Reader acknowledges Tag ACK(RN16)
with an ACK including RN16

Tag backscatters RN16

PC, EPC, CRC16 [4] If valid RN16 :
Tag answers with PC, EPC, CRC16
If invalid RN16 : No reply
=] (=) = E DAy




Select command: EPC is transmitted as plain text!

)))>> <<<((

Query Request

[2] Generates RN16
while (RN16 <> 0)
RN16 RN16 - -
Tagb RN16
[3] Reader acknowledges Tag ACK(RN16)
with an ACK including RN16

PC, ERC, CRC16

[4] If valid RN16 :
Tag answers with PC, EPC, CRC16
If invalid RN16 : No reply
Privacy Tracking

Spoofing




EPC-C1G2 anD ISO 18000-6C

Access Command

[5] Reader issues ReqRN
using the same RN16

[7.1] Reader issues ReqRN
using the handle

>))>>

ReqRN(RN16)

|

handle

|

RegRN(handle)

|

RN16’

|

PIN[31:16] ® RN16’|| handle || CRC

|

SB

RegRN(handle)

|

RN16”

|

PIN[15:10 ® RN16"|| handle || CRC
-
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[6] If valid RN16 :
Tag responds with handle: RN16”
If invalid RN16 : No reply

[7.2] Tag verifies the handle
Tag ignores command if the handle does not
match.

RFIDSEC’08
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EPC-C1G2 anD ISO 18000-6C

Access Command: PIN can be disclosed!

>))>> <<((<

ReqRN(RN16)
[5] Reader issues ReqRN ——— [6] If valid RN16 :
using the same RN16

handle Tag responds with handle: RN16’
— If invalid RN16 : No reply
[7.1] Reader issues ReqRN RegRN(handle)
using the handle _—_—n
RN16’

[7.2] Tag verifies the handle

Tag ignores command if the handle does not
match.

PIN[31:16] ® R]:IlG'H handle || CRC

MSB

@ — PIN[31:16]

ReqRN(handle)

_—_—mm

RN16

PIN[15:10 ® RN16"’| handle || CRC
_—m

LsB \

@ — PIN[I15:0]
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TAG-READER MUTUAL AUTHENTICATION PROTOCOL

Divyan Konidala, Zeen Kim, and Kwangjo Kim.
A Simple and Cost-Effective RFID Tag-Reader Mutual Authentication
Scheme (RFIDSec'07, July 2007) [2]

OBJECTIVES
o Tag-Reader mutual authentication:
e Simple, lightweight, secure?
@ A better cover-code or obscure tag Access Password
e Access and Kill password protection?
@ Under the EPCglobal framework
o No cryptographic primitives (hash functions, ciphers, etc.)
@ The proposed scheme utilizes tag's already existing:

e 16-bit PRNG
e Bitwise XOR
o Access and Kill Password
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TAG-READER MUTUAL AUTHENTICATION PROTOCOL

Tag =Reader:  EPC, RN/, RN,*
Reader = Tag:  RNF¥", RNEI ~ CCPwdy,, CCPwdy, RNEer,
RNfdr
CCPwdy1 = APWDy, & PAD,
CCPWdLl = APWDL ) PAD2
Tag: Verify CCPwdy; and CCPwd,q
Tag = Reader:  RN;®, RN,*%, CCPwdp, CCPwd,
CCPwdy, = APWDy, @ PADs
CCPwd;» = APWD, & PAD,
Reader: Verify CCPwdp; and CCPwd|»

[1] TRMA : PAD;
TRMA™ : PAD;

PadGen(RN.*8 | RNfe2er\[ APWD]
PadGen(PadGen(RN/® , RNF%\[APWD], RN;?€ )[KPWD]
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PAD GENERATION FUNCTION - PADGEN(.)

PAD; = PadGen(PadGen(RN;"*¢ | RN e2r\[APWD], RN,*8)[KPWD] (1)

XPWD = XPWDy || XPWDy
XPWDy = bobybs......bisbisbis
XPWD[_ = b16 b17 b18 ...... b29 b3o b31

Tag _ 1yTag 1yTag ;yTag 1y Tag
RNI - Hi,O Hi,l Hi,2 Hi,3

Rdr __ Rdr 1 yRdr  yRdr | jRdr
RN{ - Hi,O Hi,l Hi,2 Hi,3

PadGen(RN,* | RN/ ) [ XPWD)]

= b Hz b H% bH{;é’ b H% b H®+16 b HT¥+16 b HT%+16 b HT¥+16 I

byjrar byyrar byrar byyrar
= POP1P2P3 [Base 16]

bHiRg’+16 be‘l”+16 bH,.*?g'+16 bH,Rg'+16 [Base 2]
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PAD GENERATION FUNCTION - PADGEN(.)

PodGen ( PIFD, 1234, , T8CDy )

///Kl\
Value |0 1 1| 0
Location | 0| 1| 2| 3| 4| 5| 6| 7| 8| 9| &| B c|D| E| F 0/1|2|3|4|s|6|7| 8|9 a| B c|D|E|[F
PWD,, PWD,
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@ Access Password Attack (LSB)

@ Access Password Attack (MSB)

@ Kill Password Attack
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(1) T— R:  {EPC,RN,* RN,*}

(2)

(3)A— R {EPC,RNI*' RN]*'}

(4) R — A: {CCPwdy, CCPwdy;, RN RN RN RN}
Notation: T-Tag R-Reader A-Attacker

RN = RRRR, [Base 16]
CCPwdyy = APWDy & PAD,
CCPwd;; = APWD, & PAD;



Access PAsSWORD ATTAck (LSB)

For i € {1,2},
PAD; = PadGen(PadGen(RN?¢' RNF[APWD], RN\ [KPWD] (1)
PAD; = PadGen(VoV4iVsVs, RRRR)[KPWD] [Base 16]

= kvokvikvykvs || kvp16kvi+16kvsr16Kvs 416 || krkrkrkr ||
kri+16kr+16krr16kri16  [Base 2]

= PyP1P,P3; [Base 16]
P, and P; are the same, i.e. P, P3 € {0000, = 0p, 1111, =Fp}

P2P3 S {OOh,OFh,FOh,FF,,}
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Access PAsSWORD ATTAck (LSB)

APWDy[8...15] =

APWD,[8...15] =

P. PERIS-LOPEZ (CARLOS III UNIVERSITY)

CCPWdMl [8
CCPwdpy[8...
CCPWdMl [8
CCPwdp8...

CCPwd,1[8...
CCPWdLl [8
CCPwd,1[8...

15] @ 0x00
15] & O0xOF
15] @ 0xFO
15] & OxFF

15] & 0x00
15] @ O0xOF
15] & 0xFO
15] & 0xFF

with p =272
with p =272
with p =272
with p =272
with p =272
with p =272
with p =272

with p =272

RFIDSEC’08
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Access PAsSWORD AtTAack (LSB)

RN = RNI*®' = RRRR, [Base 16]

APWDy[8...15] || APWD,[8...15]

CCPwdp1[8...15] @ 0x00 || CCPwd1[8...15] & 0x00  p=2"2
) CCPwdp[8...15] @ 0xOF || CCPwdj1[8...15] @ 0xOF  p =272
) CCPwdpp[8...15] @ 0xFO || CCPwd)1[8...15] © 0xFO  p =272
CCPwd1[8...15] @ OxFF || CCPwdj;[8...15] @ OxFF p =272

4 possible values for the LSB of APWD,, and APWD, !
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Access PAsSSWORD ATTACK (MSB)

(1) T — A: {EPC,RN,¢, RN, &}

(2a) A— R:  {EPC,RN,RN}

(2b) R — A: {CCPwdyy;, CCPwd, 1, RNRr RNEdr RRdr  RyRdry

(3a) A— R:  {EPC,RN/* RN)*}

(3b) R — A:  {CCPwd ', CCPwdy', RNRdr' RNRa' RNsRar R, Rdr')
(4) A— T:  {CCPwdwn', CCPwdyy', RNRdr' RNR' RN, RN}

(5) T — A: {RN;%, RN,% CCPwdy,, CCPwd;,}

RN = RRRR, [Base 16] PP
MV :1l—4:

CCPwdy; = APWDy @ PAD; APWDL[0+1—4: 5]
CCPwd;y = APWD; & PAD,
CCPWdM2 = APWDM P PAD3 APWDW[2:3—-6:7]

APWD([2:3—-6:7]
CCPwd;, = APWD; & PAD,
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Access PAsSSWORD ATTACK (MSB)

For i € {1,2},
PadGen(RN, RNFI)[APWD]
= PadGen(RRRR, HES" HI" HS" HFRS ) [APWD]  [Base 16]
aRararar || ar116aR+16aR+162R+16 || apRer 3pyRdr pyRar 3pRar [
AR +16 AHFI +16 2K +16THEY +16 [Base 2]

= \/0 V1 V2 V3 [Base 16] (1)

V()7 Vi e {Oh7 Fh}orVO Vi € {OO,,,OF,,, /—_Oh7 FF/.,}

PADie{l,z}
= PadGen(PadGen(RN, RN )[APWD], RN)[KPWD)]
PadGen(Vo V1 Va Vs, RRRR)[KPWD]  [Base 16]

kvokvy kvy kvy || kvg16kv, +16kva 116Ky 116 || krkrkrRKR ||
kri16kr16kri16krR116  [Base 2]

Prob(ky, = ky;) = (0.5)(1) + (0.5)(0.5) = 0.75
Prob(ky,116 = kv,416) = 0.75
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Access PAsSSWORD ATTACK (MSB)

For i € {3,4},
PadGen(RN,*, RN)[APWD)]

= PadGen(H (¥ HT¥ H]3¥ HS¥, RRRR)[APWD]  [Base 16]

= a, Tagd,,Tagd, ,Tag A, Tag H a, Tag a, Tag a, Tag a, Tag H
Hio HT H3 His H; o +16 "H; 7" +16 "H; 5°+16 "H; 3°+16
aRaRaRAR || ar+162R+163R+163R+16[Base 2]

= 5051553 [Base 16]

52,53 € {Op, Fy}orS:S3 € {004, 0F,, FO,, FFy}

PADi¢ (3 4
= PadGen(PadGen(RN;*8, RN)[APWD], RN,*¢)[KPWD]
= PadGen(S0515,S3, H, 38 H € H3¥ HT38)[KPWD]  [Base 16]
= ksyks ks, ks || ksy+16ks;+16Ks,+16ks; 416 || Kyy7ag Ky rae Ky og Ky o I

KiiToe 16K 176 116K 728 116 K722 116 [Base 2]

Prob(ks, = ks,) = 0.75
Prob(ks, 16 = ksy+16) = 0.75

P. PERIs-LoPEZ (CARLOS III UNIVERSITY) RFIDSEC’08
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AccEess PASSWORD ATTACK (MSB)

Since Vo = S, and V4 = S3, we then have

kVo = k52 = k\/1 = k53 P = 0.75
kVo = kSz 7é kV1 = k53 P = 0.25
kvo+16 = ks,416 = kviy16 = ks;416  p = 0.75

kvp+16 = ks,+16  #  kvi+16 = ks,416 P =0.25
Combining both sets of information:

CASE 1: P(k\/o = ksz = k\/1 = k53 and

kvy+16 = ks,+16 = Kvi+16 = ks,116) = 0.625
CaSE 2: P(ky, = ks, = ky, = ks, and

ko116 = ks, 116 7 kvi116 = ks;116) = 0.125
CASE 3: P(k\/o = k52 75 /(\/1 = k53 and

kvy116 = ks,+16 = kv, +16 = ks,116) = 0.125
CASE 4: P(k\/o = ksz 75 /(\/1 = k53 and

kvy+16 = ks,+16 7 Kvi+16 = ks, 116) = 0.125
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AccEess PASSWORD ATTACK (MSB)

APWDN[0...7] || APWD([0...7] = A @ mask || B & mask

A = (CCPwdp[0..7] A 0xCC) V (CCPwdp2[0..7] A 0x33)
B = (CCPwdy[0..7] A 0xCC) V (CCPwdp[0..7] A 0x33)

CASE 1 mask € {0x00, 0xOF, 0xFO, OxFF} and the probability of a
successful attack would be 0.625 x 1/4 = 0.15625

CASE 2 mask € {0x05, 0x0A, 0xF5, 0xFA} and the probability of a
successful attack would be 0.125 x 1/4 = 0.03125.

CASE 3 mask € {0x50, 0x5F, 0xAQ, OxAF} and the probability of a
successful attack would be 0.125 x 1/4 = 0.03125.

CASE 4 mask € {0x55, 0x5A, 0xA5, 0xAA} and the probability of a
successful attack would be 0.125 x 1/4 = 0.03125.

P. PERIS-LOPEZ (CARLOS III UNIVERSITY) RFIDSEC’08
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AccEss PASSWORD ATTACK (MSB)

16 possible values for the MSB of APWD,, and APWD, !

Prob(successful recovery of all bits in APWD[0...7] || APWD,[0...7])
> = 0.15625 if mask € {0x00, 0x0F, 0xF0, 0xFF}

% = 0.03125 if  mask € {0x05, 0x0A, 0x50, 0x55, 0x5A, 0x5F
0xA0, 0xA5, 0xAA, 0xAF 0xF5, OxFA}
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KiLL PASSWORD ATTACK (MSB)

Assumption: 8 least significant bits of APWDy, and APWD,

(1) T — R: {EPC, RN, RN,¢}
Q)R- T: {CCPwdp, CCPwd), RNR RNRAr RNRdr RRdry
(5) Tag — Reader: {RN;°¢, RN, CCPwdy,, CCPwd;,}

PAD;[8...15] = CCPwdp;[8...15] & APWDy(8...15]
PAD,[8...15] = CCPwd;[8...15] & APWD[8...15]
PAD3[8...15] = CCPwd»[8...15] ® APWDy[8...15]
PAD,4[8...15] = CCPwd)5[8...15] & APWD,[8...15]
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KiLL PASSWORD ATTACK (MSB)

PAD; = PadGen(— — ——, RN/%)[KPWD]
= PadGen(— — ——, H/g8 H [ H38 H38)[KPWD]  [Base 16]

PAD, [8...15] = kHIng kH,Tig kHIT;g kHZ';g ||

kHing+16kHiTig+16kHiT;g+16kHi,T§g+16 [Base 2]
For PAD; (i € {1,2,3,4}) :

kyre = PADi[8] Kyt 116 = PADI[12]
kyre = PADI[9] Kyt = PADI[13]
kyre = PAD[10) Kyt 116 = PADI[14]
kyrs = PAD[11] Kyra s = PAD[15]
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KiLL PASSWORD ATTACK (MSB)

o 16000

10000

8000

Prabability Distribution

L 4000

005 2000
o 1 2 4 5 6 7 8 10 0 1 2 0 B
(a) Passive Attacker (b) Active Attacker

: — :

Cumulative Distribution
—i

2 8 9 10

EE 2 3 4
Number of Sessions Required Number of Sessions Required

(c) Passive Attacker (d) Active’ Attacker
P. PERIS-LOPEZ (CARLOS III UNIVERSITY) RFIDSEC’08 10 / 13



o EPC-C1G2 standard: important security problems

e Konidola et.'s scheme:
Kill and access password can be adquiered with high probability!
o Kill Password: 272

o Access Password: p(MSB) < 275 and p(LSB) = 272

@ The design of new proposals under the EPC-C1G2 is imperative
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